Lauscht mein
Smartphone?

(..und schickt mir passende Werbung?)

stephanius



Kontext

Was? Wie? Wer?
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Modus operandi

........................

[ Situation 1 ]

| phone
: owner :
: ) €O :
E A - —
private conversation
on topic X
[ Situation 2 ] "" : """" I -----------
E Va < :
phone owner encounters
online ads on topic X ;
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integration of targeted ads in online content
(on the smartphone, and on other devices
that can be linked to the phone owner)
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orage profiling
s‘and information
> Analysis *
Advertising
Network

Advertising personalized
Publisher advertisements
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Motiv




Gelegenheit

Knapp 90% der Deutschen benutzen ein Smartphone *




Verddchtige

Apple, Google, Alamofire Google, Square, Bumptech

Bibliotheken

Meta, TikTok Telegram, Spotify

Apps

10S Betriebssystem Google Android
- OO
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Spuren

Zeugen sind
- Apple i10S

- Google Android
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New Recording
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Ermittiungen
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Alternative

Embedded motion sensors
(picking up the speech reverberations)

On-board Loudspeakers
(generating speech vibrations)

Speech Reverberations
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Revidierung

Mogliche andere Erklarungen
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Konklusion
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Privention C%"Ty

— Vertrauenswurdige Hardware — Regelmaldige Updates

— Vertrauenswurdige Apps

— Privacy Indicator beachten

— Berechtigungen beschranken — Apps richtig schliel3en
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Dokumentation

Rebecca Ciesielski
Is your smartphone listening in?

PULS Reportage (2022)
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Shoshana Zuboff
Uberwachungskapitalismus

Hamburger Blcherhallen (2018)
' L 1]
II||.|'°

OReaO,

|. R l'|"|
RO
s @ ! I""'l R !=::|.Ir

'I
- |l. " --. X ||
'°||.. || I I||° .. I'
LAUSCHT MEIN SMARTPHONE?

Kroger / Raschke
Is My Phone Listening in?
TU Berlin (2019)
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Folien zum heutigen Vortrag
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